Sanitized Copy Approved for Release 2010/06/22 : CIA-RDP90-00845
* UNCLASSIFIED

[ ~ L3
SECURITY CLASSIFICATION

TRANSMITTAL OF MATERIAL

R000100050002-0 -

INTERNAL PROCESSING ONLY

CONTRACT
Acknowle ﬂceipt of this material by executing and returning the below receipt. E,
@
[ 1nis transmittal may be downgraded to 2 [Anrcos
upon removal of the enclosure(s). F4
lq_;l This transmittal may be declassified upon removal of the enclosure(s). T o.
Fo FROM (Return Address) CONTROL NUMBER
& KRECEIPT
CIA _ NSA Q4-218-86 <
Public Affairs Q43 PREPARATION DATE PROCESS
Attn: George Lauder
HeS. Nk . 7>¢¢ Ft. G.G. Meade, MD 5 June 86 —eTanT
Washington, 20755-6000 NEWARRE —_
NAME (S)
Jtem CLASS.
COPY OR SERIAL NUMBER UNCLASSIFIED TITLE/DESCRIPTION OF ITEM OF ITEM L2 USE ONLY
No. (Abbreviated)
1 | Q4-218-86 Q & A re Pelton Trial, Boatlon Uete bz, v
JINII1101111117177¢1111/17/]///NOTHING FOLLOWS//////////////////// /1111111111
STAT
seEPARED BY: NAMEK (Typed or Printed) ORG. PHONEK SIGNATURE (Indicates certification that addressee Is cleared
QTAT for receil
STAT 4233 |688—6527
FORM A1295 REV AUG 82 (Supersedes A1295 REV SEP 79 which Is obsolete) |ncum~rv CLASSIFICAY

- NN NOT STAMP RECEIPT PORTION WITH CLASSIFICATION
o Sanitized Copy Approved for Release 2010/06/22 : CIA-RDP90-00845R000100050002-0




Sanitized Copy Approved for Release 2010/06/22 : CIA-RDP90-00845R000100050002-0

INSTRUCTIONS

1. UNWRAPPED Material, form A1295 receipt will be prepared in triplicate by the originator of
any unwrapped classified correspondence. (One to be retained by the originator and two copies are to be
forwarded with material.)

2. PREWRAPPED Material, form A1295 receipt will be prepared in duplicate by the originator of
any prewrapped classified correspondence. (One to be included in the first wrap and one to be retainediby
originator.)

3. The classification will be stamped at the top and bottom of the transmittal portion of the form
in the appropriate block. Caveats should be stamped in lower classification block above perforation. Code-
word information will never appear on the transmittal.

4. Add a control/receipt number to the ““Control” block. Complete “From” block.

5. Number each line item.

6. Give an unclassified description of material in the *‘Title/Description” block and state the classifi-
cation of the material in the classification block.

7. Include originating element organization designator in the “Prepared By™ block at the bottom
of the form. Also repeat assigned “Control/Receipt Number™ on receipt portion.

8. If contractor material is involved which requires L221 control, furnish one additional copy of
A1295 to L221.

9. Type complete address in “To” block.

10. Type or print name of individual preparing form and sign the “Signature” block in ink.

{Additional instructions covering marking of letters of transmittal are provided in Chapter Il, para 35.b.,
Classification Manual 123-2.)

Sanitized Copy Approved for Release 2010/06/22 : CIA-RDP90-00845R000100050002-0



Sanitized Copy Approved for Release 2010/06/22 : CIA-RDP90-00845R000100050002-0

PELTON TRIAL

How can you rationalize the Administration's release of

classified information in Pelton's trial while warning

the press about how 1t reports the trial?

- Successful prosecution of spies is an important national
security objective. Limited release of classified
information by the Administration was essential to
prove our case.

- The risks of disclosure to achieve this end were care-
fully weighed against the gains of successful prosecu-
tion to minimize damage.

- It is the Government's obligation and responsibility
to control the use of such information. On occasion,
we must use such information but we do so only when
all interests have been properly considered and balanced.

- The problem is with information the press added
to the facts presented at the trial. The results
can be very damaging. '

- The press cannot assess the degree to which information
it publishes may amplify, confirm or update what a
spy may have given. Thus the press can unwittingly
compound the damage that spy prosecution may entail.

What is the extent of damage to U.S. intelligence operations

as a result ot the Pelton disclosures?

- I don't believe I should comment on that. It is not
in our intelligence interests.

What is being done to ensure that individuals having access

to extremely sensitive intelligence and in precarious

financial situations do not become another Ronald Pelton?

- Our security staffs are tightening procedures to detect
such individuals, to help them with their personal
problems, and to limit access to sensitive information.

Why did you ask Katharine Graham not to run a story on

the Pelton case when you knew classified information

already in Soviet hands would be disclosed at his trial?

- Some information about our intelligence capabilities
should not be published. I am grateful to the press
when it shows restraint on such matters.
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LEAKS

Why has Section 18 U.S.C. § 798 not been used before?

- 798 has been used in prior espionage cases: Peterson,
Boyce Lee, Pelton, Whitworth, and Tobias are espionage
trials with 798 counts. In addition, 798 has been
used in a variety of courts-martial.

- Justice White has described it as a very sound law
against publication; he could sustain a conviction
based on it.
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T T fosnon cuoe . .
Pelton’s ‘top-secret’ intelligence
not so secret

LS claims security compromised, but many key details in public domain

By Fred Kaplan and Walter V. Robinson
Globe Staff

WASHINGTON - In a crowded federal courtroom in
Baltimore, only carefully selected, elliptical references
) have been made to the top-secret
communications intelligence Ron-
ald W. Pelton s accused of selling
to the Soviet Union for a paltry
$35.000 in cash.

Thirty-seven miles away in the
natton’s capital, top US intelli-
gence officials have emerged from

4 the silence that shrouds their
R.W.PELTON  agencles in secrecy to threaten re-
Accused spy porters with prosecution for pub-

lishing articles about the intelligence that can be as-
sembled, for the most part, from unclassified technical
manuals, pre-trial statements in open court and even
from past news reports.

In the two cities, the government appears to be
making contradictory arguments: Prosecutors in Bal-
timore have asserted that Pelton sold a treasure trove
of intelligence data to the Soviets that destroyed a suc-
cessful {ntelligence program. But officials in Washing-
ton have warned that even general press speculation
about the program may alert the Soviets to things they
do not know.

Obscured under this extraordinary security blan-
ket. according to sources, {s the program the Soviet
Unfon is undoubtedly aware of because of the informa-
tion it gleaned from Pelton, but one which could prove
embarrassing to the United States if it were to become
publicly known.

According to the sources, the program involved the
use of US Navy submarines, creeping into Soviet wa-
ters at great risk, to facilitate eavesdropping on an un-
dersea communications system - an underwater re-
play of the U2 overflights of the Soviet Union that be-
came a deep embarrassment to the United States in
1960 when one of the reconnaissance planes was shot
down and its pilot, Francits Gary Powers, was cap-
tured.

With the help of a high technology device, identified

- by Pelton in
triadfestimony this week as a ''re-
cording system,” US satellites or-
biting in space were privy to top-
secret Soviet communications.

The US operation that was
codigitomised, code-named “lvy

~. allowed the United States
10 intercept messages that Soviet
submerines sent to military com-
-nand posts ashore when they re-
turnel to their harbors after sea

Cryies. Among other things, the
meesages included information
abédk where the Soviet subs had
belAnd what they had done.

~PJore Pelton compromised the
program, it had been an intelli-
gemee- coup that apparently en-
halil®d the hegemony of US sub-
MALAes over Soviet subs in the
grime-undersea cat-and-mouse
gamesthat has a major role in the
sui®Power struggle for nuclear
suiigority.

‘Fven years after some US in-
teltigence officials rebelled public-
ly against a predecessor program,
arguing that the use of US subma-
rines in Soviet waters was too
dangerous and had no place in an
era of superpower detente, the is-
sue has surfaced anew. although
only obliquely this time.

Some details omitted

Senior US Intelligence officials
have insisted. in meetings with
Globe reporters during the last
week. that publication of informa-
tion about the programs compro-
mised by Pelton could severely
damage US national security.

Although these officials” have
repeatedly declined to provide spe-
citic information to support such
claims. The Globe has omitted
from this article a number of im-
purtant technical details about
the program. and has described
others only in general terms.

Under the ground rules govern-
ing the meetings with the officials,
the Globe cannot publish the gen-
eral arguments they raised about
why publication of the informa-
tion could damage US national se-
curity.

Because of such government
sensittvity, the trial has also pro-
duced only limited mention of an-
other program Pelton allegedly
told the Soviets about. According
to the sources., the second
program involves a supercom-
puter so well known that its capa-
bility has been accurately detailed

ao Ly
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in a best-selling novel: and an in-
telligence-collection satellite. But
that satellite was replaced last
year by a newer model.

This and other issues raised by
disclosures at Pelton's trial have
presented a glimmer of how the
US advantage in sophisticated
technology has allowed it to out-
pace the Soviets in a crucial area
of intelligence gathering. And it
has provided rare snapshots of
the workings of the National Secu-
rity Agency, where Pelton worked
as an analyst until 1979. The NSA
is an agency so secret that even
the amount of its annual budget,
estimated at $4 billion, is classi-
fled.

This super-secret agency oper-
ated an underwater intercept
program that, by some accounts,
had apparently served to enhance
a long-standing US superiority in
what has been the most enduring-
ly stable leg of the US nuclear tri-
ad: US Navy nuclear-powered at-
tack and ballistic-missile subma-
rines, which hold great technologt-
cal advantages over their Soviet
counterparts.

In the other two legs of the tri-
ad - nuclear-armed bombers and
land-based nuclear missiles - the
two superpowers have the ability,
theoretically, to neutralize each
other with a surprise first strike.
With the third leg, however. the
US capability serves as a more sig-
nificant deterrent to a Soviet nu-
clear attack: the Soviets know
that US ballistic-missile subma-
rines can roam the oceans almost
at will, all but impervious to Sovi-
et detection and able to deliver a
lethal counterblow in the event of
a Soviet nuclear attack against
the United States.

US undersea advantage

Even without the intelligence
compromised by Pelton, the Unit-
ed States holds a substantial un-
dersea advantage. with its use of
sophisticated methods for identi-
fying and tracking Soviet subma-
rines. methods that could be em-
ployed in case of war to neutralize
much of the Soviet submarine
fleet.

Some of those methods. the
sources satd, are related to the sec-
ond program, Project B, the term
used by the prosecution to de-
scribe one of the programs Pelton
is accused of compromising. It has
been referred to at trial only as
“valuable information about how
quickly the US is able to process

and evaluate information' and
“‘the upgrading of the actual
equipment that collects Soviet sig-
nals.”

According to the sources. those
are a reference to the satellite that
has been replaced and to the Cray
supercomputer that millions of
readers have learned about from
Tom Clancy's 1984 novel, “The
Hunt For Red October.” Even be-
fore publication of the book, thou-
sands of scholars were aware of
the computer through the large
number of unclassified publica-
tions Clancy used in his research.

The Cray, according to these
widely available publications, is
used by the Navy as well as by
NSA to integrate and process data
from ‘disparate systems that in-
clude intercepted communications
and the '"SOSUS" underwater
sensor system that is designed to
detect and track Soviet subma-
rines.

Adm. Carlisle A.H. Trost, who
was nominated by President Rea-
gan last week to be Chief of Naval
Operations, cited that integration
effort during public testimony be-
fore a Senate committee in 1982.
Trost described a new program
called the Rapidly Deployable Sur-
veillance System, which would be
part of the Integrated Undersea
Surveillance System (IUSS}. IUSS.
in turn. includes the SOSUS Sys-
tem and Surveillance Towed Ar-
ray System (SURTASS).

Pelton, testifying in his own de-
fense this week, added some de-
tails about Project B to the public
record. But he said it was of little
or no value to the Soviets, insist-
ing that it involved only the re-
piacement of old NSA radio signal
demodulators and an enhance-
ment of the ‘“‘data link" used to
transmit signals back to NSA for
analysts.

Information for $4.50

Some of the technology that is
being shielded from public view is
available to anyone who is willing
to pay $4.50 for Clancy's widely
circulated novel, which has ai-
ready sold 2.5 millfon copies.

In the novel, which has been
read by President Reagan and oth-
er US officials who pronounced
themselves astonished at its accu-
rate detail, Clancy brings dry and
uninteresting technology to color-
ful, suspense-filled life in the fic-
tionalized thriller about a defect-
ing Soviet nuclear-missile subma-
rine.

Thanks to that technology.
much of which the government
considers highly classified, the US
Navy is able to locate the way-
ward Soviet submarine and bring
it, along with its classified Sovtet
secrets, to port, while the Soviet
Navy is frustrated in efforts to
find its own submarine.

Among other elements of the
undersea surveillance system,
Clancy cites the existence of the
Cray. so powerful that it can pro-
cess and analyze millions of bits of
data from oceans that have been
seeded with sophisticated sensing
devices to detect Soviet submartne
movements.

Describing the fictional top-se-
cret control center, Clancy wrote,
“In the basement were a pair of
Cray-2 supercomputers tended by
twelve acolytes, and behind the
building was a trio of satellite
ground stations, all up- and down-
links. The men at the consoles
and compyters were linked elec-
tronically by satellite and landline
to the SOSUS (sonar surveillance
system) system.

“Throughout the oceans of the
world, and especially astride the
passages that Soviet submarines
had to cross to reach the open sea,
the United States and other NATO
countries had deployed gangs of
highly sensitive sonar receptors.
The hundreds of SOSUS sensors
received and forwarded an unima-
ginably vast amount of informa-
tion, and to help the system opera-
tors classify and analyze it, a
whole new family of computers
had to be designed. the [Cray] su-
percomputers.”

By government definition.
however. any reterences to SIGINT
(signal intelligence, which in-
cludes any electronic and commu-
nications intelligence) are consid-:
ered highly classified ~ even if

¢

they are in the public domain.;
That argument has been reem-
phasized by intelligence officials, |
who have warned reporters that!
republication of the material could’
violate a 1950 statute barring dis-:
closure of any SIGINT material, |

That same argument ars!
to be the basis gfor the 'g%l\)r:m-,‘
ment’s view of the sensitivity of'
the trial's so-called Project A, al-+
though much less of the detail sur-'
rounding that program has sur-
faced publicly. Project A has beest
described obliquely in the coblﬁ

h
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room as “a specific set of equip-
ment” used to intercept signals
from “a particular Soviet commuy:
nicatfons link.". -

Prosecution threatened

Before the trial. court docus
ments indicated that Project A,
compromised by Pelton, was code-
named “lvy Bells.” According to a
May 26 NBC News report that
prompted CIA Director Willlam J.,
Casey to demand the prosecution
of an NBC correspondent, the pro-
ject was a “‘top-secret underwater
eavesdropping operation by
American submarines, inside
Russfan harbors.” _

As the trial commenced last
month, the Washington Post,
after agreeing to a request from
President Reagan that it withhold
some details of its reporting, fur-
ther identifled the project as &’
“costly, long-running and highly:
successful US operation that used
sophisticated technology to inter-
cept Soviet communications.” The:
Post., like NBC, said it Involvet
submarines, and that the infor-
mation Pelton sold the Soviets
compromised the project and.
prompted the Soviets to retrieve
the high technology device.

The descriptions by NBC and
the Post are similar in some re-
spects to those of a forerunner
program. code-named ‘‘Holys-
tone.” that was detailed in 1975
by the New York Times. Under the
headline. "'Submarines of US
Stage Spy Missions Inside Sovfet
Waters."” the Times described the
program as involving the use of
Navy submarines inside the Sovi-
et Union’s three-mile limit to col-

lect vital data on the capabilities
and missile-firing abilities of Sovi-
et submarines.

According to the Times, the US
subs “were able to plug into Soviet
land communication cables
strewn across the ocean bottom
and thus were able to intercept
high-level military messages and
other communications considered
too important to be sent by radio
or other less secure means.” The
Times said that the Soviet Union
was aware of the program and
that two of the US subs had even
collided with Soviet subs inside
Soviet territorial waters.

References to other underwater
intelligence programs have ap-
peared in public or declassified lit-
erature. One {s "‘Dark Eyes,” an
electro-optical viewing system

that fits into a submarine’s peri-
scope and takes night photo-
graphs. At least two others, *Prai-
rie Schooner” and ""Sea Nymph,"
involve Interception of Soviet sig-
nals.

A boost from technology

Thanks to technological break-
throughs, however, such commu-
nications can now be intercepted
and relayed back to the United
States without US submarines
having to remain in the area. The
marriage of existing technology to
advances In electronics and the
growing sophistication of US sat-
ellites orbiting far above the Earth
led to development of the project
Pelton compromised.

Pelton, according to testimony,
sald the Soviets were already
aware of the program's existence.
The Post, quoting sources, report-
ed this week that Soviet aware-
ness of the program was based on
another collision between a US
submarine and a Soviet sub in the
Sea of Okhotsk. Pelton, according
to Globe sources, told the Soviets
how the messages were intercept-
ed and relayed to the high technol-
ogy device, which in turn relayed
the Information to a satellite,
which transmitted it to NSA.

Also according to Globe
sources, and as the Post has al-
ready reported, the Soviet debrief-
ing of Pelton led them to retrieve
the device and compromise the
program.

Like Holystone, its predecessor
program, the project compromised
by Pelton required US submarines
to enter Soviet waters. In the later
program, the subs did not have to
stay.

According to declassified por-
tions of the Navy's *'Special War-

fare Master Plan,"” the Navy has
reconfigured some nuclear-
powered submarines for such spe-
cial operations. These subs, called
APSSNs, are outfitted with one- or
two-man minisubs known as
Swimmer Delivery Vehicles.

During his testimony, Pelton
acknowledged that he had ad-
mitted to FBI agenfs last year that
his disclosures might have placed
in jeopardy “a few men who need-
ed to go to and from" the project.

CIA Director Casey has said
that Pelton's disclosures destroyed
a major source of national securi-
ty information.

Tapping directly into Soviet

3

communications systems is not a
new technique. According to "'Wil-
derness of Mirrors," by David C.
Martin, a US program from 195]
to 1956, code-named “Operation
Stiver,” intercepted encoded Sovi-
et messages to and from a com-
mand post in East Berlin by tap-
ping into a cable. The operation
began after a US Intelligence ana-
lyst found that coded signals sent
through a US cable included faint
echoes of the message as it ap-
peared before being scrambled
into code.

It is the much more sophistl-
cated technology of the 1980s that
has enabled NSA, with its 50.000
employees, to become the world's
preeminent intelligence organiza-
tion. Although most Americans
have never heard of NSA, it has
long since eclipsed the CIA, and
the fabled-in-fiction use of under-
cover agents, as the source of the
country’s most useful and timely
intelligence.

(Stephen A. Kurkjtan of The
Globe staff contributed to this re-
port.)
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‘

Lt. Gen, William E, Odonm
Director, Nationsl ,Soo'u?i,t.:y Agency \

. Doar Gon, Odom,

The three paragrsphs attached to this Cnmm
note reflect the languago that we would like t« .__
use to report, as the Washington Post did in L
{ts initial article, the government objectlions L
to publication of the information in our . ]
possession.

We recognize and respoct the off-tho-
record nature of our discussions, But we also = ...
belivve we havo an obligation to inform our RO
rendors that we have omitted somo dotalls and '
why we have done 80 \

|
!

i Ideally, we would liko to idontify by
name the govermment official raising tho

objections. If that 1s not permissible, we wil
not do so. '

: Should you have any objoction to the .
attached language, to include our descriptlon
of your roasons why publication of this

iinformation coulé bo damaging, ploasse let u
know. Moreover, should you wish to ralso T
urther objoctions, we would be happy to

|
rocord thom as well,

Sincerely,
JForb A St o @R

Stephen A, Kurkjian
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